Unity ECC: Unified Memory Protection Against
Bit and Chip Errors
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DRAM vendors utilize On-Die Error Correction Codes (OD-ECC) U: Set of All Data Error Syndromes

to correct random bit errors internally. Meanwhile, system SSC-DEC

companies utilize Rank-Level ECC (RL-ECC) to protect data SSC No erro
against chip errors. Separate protection increases the S: Single Symbol Error . Double Error
redundancy ratio to 32.8% in DDR5 and incurs significant Syndromes Syndromes
performance penalties. This paper proposes a novel RL-ECC,

Unity ECC, that can correct both single-chip and double-bit 1. All columns are non-zero.

error patterns. Unity ECC corrects double-bit errors using 2. . The sums (XOR operation) of any two columns are
unused syndromes of single-chip correction. Our evaluation unigue non-zero values.

shows that Unity ECC without OD-ECC can provide the same 3. SSC: The sums (XOR operation) of all symbol-aligned
reliability level as Chipkill RL-ECC with OD-ECC. Moreover, It columns are unique non-zero values.

can significantly improve system performance and reduce 4, 55C-DEC All sums from properties 2 and 3 should be
DRAM energy and area by eliminating OD-ECC. unigue.

H-matrix example of (10, 8) Unity ECC
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Motivation Construct the H-matrix based on Reed-Solomon code. Unity
DDR5 DRAM Module 1. DDR5's two-level ECC ECC is flexible, allowing adjustments to codeword and data
(OD-ECC + RL-ECC) leads lengths, making it applicable to various systems.

Evaluation

to a 32.8% redundancy ratio.
2. OD-ECC in DDR5
Increases performance
overhead, energy use, and _
chip area. Performance & DRAM energy consumption
3. RL-ECC in DDR5 has v’ Baseline: OD-ECC + RL-ECC
many unused syndromes, v Unity ECC: RL-ECC

solely for error detection. v' L: Low memory intensity mix
v' M: Medium memory intensity mix

v H: High memory intensity mix
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Unity ECC can speed up 4-core execution by 8.2% ("H” mix)
and improve DRAM energy consumption by 8.0% using SPEC
CPU 2006 benchmarks.

Goal

Removing OD-ECC overheads while maintaining reliability
levels against bit and chip errors.

Key ldea | Reliability
Eliminate OD-ECC and remap unused syndromes in RL-ECC. Unity ECC maintains reliability levels against bit and chip errors.
_ Hardware Overheads
Un Ity ECC Unity ECC can decrease DRAM chip size by 6.9%.
Summary Conclusion
1. Unity ECC is a single-level RL-ECC (also Chipkill). | | |
2. Unity ECC can correct single chip and double bit errors. This paper presents Unity ECC, a novel memory protection
3. Unity ECC has SSC-DEC (Single Symbol Correction-Double ~ Scheme that addresses key challenges in DRAM technology:
Error Correction) capabilities. high access latencies, energy consumption, hardware overhead,
and susceptibility to vulnerabillities. Implemented for DDR5
DRAM as a single-tier RL-ECC, Unity ECC eliminates OD-ECC
@ and reduces DRAM redundancy from 32.8% to 25%, leading to
v ECC-Exercise and Simulator Improved performance and reduced energy consumption. The
r_E '_ll:.. v/ Github open source proposed flexible algorithm and efficient decoding method allow
v Obijective: Reliability evaluation Unity ECC to offer significant benefits over conventional DDR5
while maintaining acceptable levels of system reliability.
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